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ABSTRACT

Beyond the media hype, information warfare has become a central concern of
the Internet age. While not denying the obvious military implications, a 15-year review
(1990-2004) of information conflict reveals twelve characteristics and trends that affect
civilian communities as well. For example, there is the growing availability of low-cost
cyber weaponry on the Internet as modern societies increasingly rely on information
infrastructures, and civilian organizations become the primary targets of attacks.
Additionally, information warfare encompasses such domains as espionage, media
perception, nation-state relations, and transnational criminal activities. As information
conflict becomes a growing concern, managers must understand this reality and plan to
defend against attacks. As a conclusion, this article provides a summary of the twelve

selected characteristics of information conflict and offers a comprehensive strategy to

promote effective information security in organizations.
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Introduction

Commonly considered a military concern, information warfare has become a
broader society issue. While information warfare has suffered from its share of media
hype, increased conflict over the Internet has raised information security to be a
dominant concern of business managers.! While the bulk of the literature and attention
addresses the military community, information warfare has become a civilian concern.?*
While not denying the obvious military implications, a 15-year review (1990-2004)
reveals twelve characteristics and trends that suggest that information warfare has
predominantly become a civilian form of conflict. This shift presents a growing threat to
information managers who are responsible for protecting their organizations’ information
assets.

A number of important characteristics and trends lead to this conclusion. Among
these trends include the alarming availability of low-cost information weaponry through
the Internet, the targeting of civilian information assets, and the growing economic
dependency of modern societies on information infrastructures.® Additionally, we have
seen a mounting number of attacks through the Internet. After mohitoring hundreds of
the Fortune 1000 companies, Bagchi & Udo recorded an annual 64% growth rate in
cyber attacks.® As Table 1 shows, based on selected indicators, the growth rate of
these incidents has outpaced Internet growth since 1998. This pattern indicates an
ever-increasing level of conflict over the Internet. The conventional militaries lack both
the resources and responsibility to defend their governments’ national infrastructures
from such attacks.” Managers must understand this reality and plan to defend against

threats. The intent of this paper is to identify and describe the trends and
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characteristics that best illustrate the intensity of conflict arising through the Internet. As
a conclusion, this article provides a summary of the twelve selected characteristics of

information conflict and offers a comprehensive strategy to respond to this threat

through effective information security in organizations.
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TABLE 1. Growth in the Internet versus reported security incidents®

Average annual Internet

Average annual growth in

growth 1990-1996 132% | reported incidents 1990-1997 | 48%
Average annual Internet Average annual growth in
growth 1997-2002 47% | reported incidents 1998-2002 | 112%
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Defining Information Warfare and its Context

Webster's New World Dictionary defines conflict as 1) a fight or war and 2) a
sharp disagreement, and defines warfare as 1) the action of waging war; armed conflict
and 2) as a conflict or struggle of any kind. For this paper, we use conflict and warfare
interéhangeable. We explore a range of information conflict types, covering political,
economic, criminal, security, and military dimensions.

The term information warfare reportedly originated in 1976 from the late MIT
professor, Dr. Thomas Rona. Since then, proposed definitions have emphasized both
military and civilian contexts. Testifying before Congress in 1991, Winn Schwartau
stated that poorly protected government and commercial computer systems were
vulnerable to an “electronic Pearl Harbor”.® Most definitions originated from the military
community. Libicki offered seven categories of information warfare replete with military
terminology: command and control warfare, intelligence-base warfare, electronic
warfare, psychological warfare, hacker warfare, economic information warfare, and
cyberwarfare. " |

Some authors have developed context neutral definitions. Cronin & Crawford
argued that information warfare concepts need liberation from military associations and
introduction to communities that understand the consequences of pervasive cbmputing
in society.> They consider four spheres where information warfare may become
commonplace: military, corporate-economic, community-social, and personal. Cronin
defines information warfare as those actions intended to protect, exploit, corrupt, deny,

or destroy information or information resources in order to achieve a significant

advantage, objective or victory over an adversary.'' This comprehensive definition
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comprises military, economic, societal, personal, and the security dimensions of
information warfare.

The National Strategy to Secure Cyberspace’ lists a five-level security problem,
detailed in Table 2. These five levels include individual home and small business users.
The report is concerned that undefended home and small business computers,
particularly those using digital subscriber lines (DSL) or cable connections, will
unsuspectingly support denial-of-service attacks directed at key Internet nodes and
other important enterprises or critical infrastructure. Scholars share .the concern that an
enemy of the United States will launch an information warfare attack against civilian and

commercial firms and infrastructures.'?
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TABLE 2. Five-level problem in cyberspace

Level 1 Home users, small businesses, private individuals

Level 2 Large enterprises, corporations

Level 3 Critical sectors, infrastructures

Level 4 National issues and vulnerabilities, national-level problems
Level 5 Global, planetary information grid of systems
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Significant Characteristics and Trends of Information Warfare

Security incidents are widespread and underreported

Two highly referenced information security measures come from the CERT/CC™
and the annual CSI/FBI survey." Figure 1 illustrates the growing number of incidents
reported to the CERT/CC over the past fifteen years. Note the explosive rise since
1998. Table 3 offers a year-by-year comparison of the data introduced in Table 1. It
compares CERT/CC incident data with Internet Software Consortium'® host growth
data. Based on these metrics, since 1998, the growth in reported »incidents to the
CERT/CC has outpaced the growth in hosts connected to the Internet. Without
researching the reason behind these data, the figures suggest a rising trend in

incidents.
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FIGURE 1. Incidents reported to CERT/CC, 1988-2003

10
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TABLE 3. Reported incidents and Internet host growth between years 1993-2002.

i Year - CERT/CC Increase from | ISC reported | Increase from Column
(A) reported previous year | Internet hosts | previous year | (C) - (E)
incidents (B) (C) (D) (E)

1993 1,334 73% 1,776,000 79% (6%)

* 1994 2,340 75% 3,212,000 81% (6%)
1995 2,412 3% 8,200,000 155% (152%)
» 1996 2,573 7% 16,729,000 104% (97%)
g 1997 2,134 (17%) 26,053,000 56% (73%)
E 1998 3,734 75% 36,739,000 41% 34%
1999 9,859 164% 56,218,000 53% 111%
2000 21,756 121% 93,047,785 66% 55%
2001 52,658 142% 125,888,197 35% 107%
2002 82,094 56% 162,128,493 29% 27%

11
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Since its inception in 1996, the annual CSI/FBI survey has closely measured
computer crime trends to develop a sense of the ‘facts on the ground.” The survey
reports more illegal and unauthorized cyberspace activities than corporations admit to
their clients, stockholders and business partners or report to law enforcement. These
incidents are widespread, costly and commonplace. Further, the survey challenges the
profession's conventional wisdom that these threats come from inside the organization.
Survey results show a greater threat from outside the organization. Based on the 2002
report; ninety percent of respondents, primarily large corporations and government
agencies, had detected computer security breaches within the last twelve months. Only
thirty-four percent reported such intrusions to law enforcement agencies.®

We can draw three conclusions from these statistics. First, information security
incidents are prevalent and have increased over the years. Second, civilian institutions
are the target of a large number of these attacks. Third, many of these incidents are not

publicly acknowledged.

Technical and fihancial entry barriers are low for cyber attackers

Early generations of cyber weaponry (i.e. hacker tools) required knowledge of
how computer operating systems and TCP/IP worked. For instance, hackers of the
1960s often emerged from MIT." Robert Morris, Jr., a graduate student at Cornell
University and son of a chief scientist at the National Security Agency, developed the
1988 Internet worm that affected 6,200 computers costing an estimated 100 million
dollars in cleanup (Zviran, 1999)."® Compare this to the teenage-hacker typified by the

main character in the popular 1983 movie War Games. While this teenager stereotype

may hold some truth, much of the early hacking actually required advanced skills.
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The hacker environment began changing in the early 1990s as technical barriers
began to fall as downloadable and graphic-interfaced tools became widely available."
A notorious incident involving teenagers occurred in the late 1990s. In a series of
events labeled Solar Sunrise, two teenage hackers, under the guidance of an eighteen-
year old Israeli mentor, gained access to computers at eleven U.S. Air Force and Naval
bases.?’ Solar Sunrise served as a warning that serious hacking capabilities are within
the grasp of relative non-experts.

Testifying before Congress in 1999, CIA Director George Tenent stated that,
terrorists and others are recognizing that information warfare offers them low cost, and
easily hidden tools with which to support their causes. Many of these tools are
windows-based, require minimal technical understanding, and are often available as
freeware. One IS security professional maintains a database of over 6,000 hacker sites

believed to contain only a part of the better hacker tools.?
| Today, networked organizations employ sophisticated defensive devices such as
firewalls, intrusion detection systems, and proxy servers.?!  Penetrating a robust,
properly configured network defense can require advanced computer skills.
Unfortunately, many network devices are either improperly configured or have known
vulnerabilities, leaving significant opportunities for low skilled hackers using pre-
packaged tools. Additionally, intruders often cleverly dupe employees into giving away
information, such as important passwords, and then hack into the heart of corporate
networks.?? Since engaging in cyber attacks does not require an attacker to have
substantial resources, organizations must be vigilant and employ strong and properly

configured defenses against these dangerous threats.

13
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Organizational barriers against strategic cyber attack are higher

Strategic warfare occurs when attackers use weapons against infrastructures
and centers of gravity.23 Strategic targets include high value military or commercial
‘operations. Because high-value cyber targets have stronger defenses, attacks require
considerable technical and financial resources, as well as organizational resources.
Competent Ieadership, planning, recruiting and training become necessary
organizational ingredients in order to successfully plan and implement strategic attacks.

Strategic information warfare actors must seek competitive advantages if they
are to achieve their goals. Sufficient levels of information technology innovation,
adoption, diffusion, and assimilation in the organization is required.? The same levels
of organizational effectiveness seen in the business world may be required for a
successful strategic information attack. Since these capabilities require resources and
longer-term commitment, we should expect that strategic information warfare
capabilities would require some type of financial sponsorship, such as from a nation-
state or a commercial or criminal enterprise. This expectation suggests that one’s

ability to engage in strategic cyber attacks will be more difficult than for non-strategic

attacks.

Nations have developed information warfare tools

" In the early 1990s, few nations had an organized information warfare capability.
Some sources now believe that more than 30 nations have developed organized,
computer-based information warfare programs, including Russia, China, Taiwan, Iran,
Israel, France, India and Brazil®*. In the 2003 CSI/FBI survey, 28% of respondents

identified foreign governments as a likely source of attack against their systems.

14
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China provides an interesting case of a nation that is building information warfare
capabilities. According to Chinese Major General Wang Pufeng in 1995:

“In the near feature, information warfare‘ will control the form and future of

war. We recognize this developmental trend of information warfare and

see it as a driving force in the modernization of China’s military and

combat readiness. This trend will be highly critical to achieving victory in

future wars”. %

To further advance China's capabilities, new research institutes are focusing on
asymmetric and non-traditional warfare strategies. These institutes employ thousands
of researchers investigating ways to exploit Weak spots in technologically superior foes
using computer attacks, electronic interference and other ‘information warfare
techniques.?® This may be potentially threatening when considering that Chinese
“hackivists” have attacked U.S. Internet sites in the past.?® Others are concerned of an
information war across the Taiwan Strait.?’

While the U.S. military is concerned with state-sponsored information warfare
programs, commercial businesses must pay attention as well. With a suspected' 30
countries actively pursuing information warfare weaponry, business and government
executives alike must assess their vuInerab.iIities from a concerted cyber attack. This
line of thinking extends Drucker’s admonishment of executives to look outside their
organizations for business opportunities and information.?® Likewise, executives should

seriously look outside their organizations for cyber threats as well.

15
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Economic dependency on the information infrastructure and technology

The evolution from an agrarian to an industrial to an information-based society
has received significant diécussion. References to the “digital economy” and “third
wave"?® describe our growing dependence on informatioh technology. With a growing
concern about potential disruptions,®® the U.S. Government seriously addressed the
deepening economic dependency on computers in the National Research Council’'s
1991 report, Computers at Risk. This report expressed concern that computers “control
power delivery, communications, aviation, and financial services. They are used to
store vital information, from medical records to business plans to criminal records”.?
But it wasn’t until 1998 that the National Infrastructure Protection Center (NIPC) was
established. In 2003, NIPC merged into the Department of Homeland Security to help
protect these critical infrastructures.

With an increasing reliance on information technology, there is a growing need to
protect it. In 1998, Presidential Directive (PDD) 63 designated federal agencies to
initiate development of protective measures for specified infrastructures. Table 4 shows
the responsibilities of key agencies. In cooperation with the private-sector, each agency
is developing an Information Sharing and Analysis Center (ISAC) to identify existing and
emerging vulnerabilities. Private sector owners establish each ISAC to gather,
analyze, and disseminate information about the threats and vulnerabilities faced by that

sector. The first ISAC was established in the banking and finance sector in October

1999. By 2004, over a dozen centers had been established.*’
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TABLE 4. Some federal agencies and assigned sectors.

Lead Federal Agency

Designated Infrastructure Sector

Environment Protection Agency | Water Supply
Department of Treasury Banking and Finance sectors
Department of Energy Power, Oil, Gas Production

Department of Commerce

Information and Communications

Department of Transportation

Aviation, highways, mass transit, pipelines,
rail, waterborne commerce

Department of Justice/FBI

Emergency law enforcement

17
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The 2003 National Strategy to Secure Cyberspace report set strategic objectives
to prevent cyber attacks against critical infrastructures, to reduce national vulnerability
to cyber attacks, and to minimize damage and recovery time from cyber attacks that do
occur. The report recognized that, |

“By 2003, our economy and national security became fully dependent

upon IT and the information infrastructure. A network of networks directly

supports the operation of all sectors of our economy—energy,

transportation, finance and banking, information and telecommunications,

public health, emergency services, water, medical, defense industrial

base, food, agriculture, and postal and shipping.”®
While this report promotes government-industry cooperation, it notes that the private
sector was better equipped and structured to respond to the evolving cyber threat.
Areas that would benefit from government-industry cooperation include the sharing of
defensive strategies and tactics. For example, defense in depth has been an element
of U.'S. Nuclear Commission’s safety philosophy that employs successive and
redundant measures to prevent accidents at nuclear facilities. This philosophy has
served the nuclear power industry well*? and it provides an effective architectural model
for securing industry cyber defenses.

New cyber-weapons are emerging

The first electronic message boards for hackers appeared around 1980; enabling

hackers to exchange tactics and tools. Once available, these boards allowed the rapid

sharing of software, including distributed denial-of-service (DDOS) tools. This software

18
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was responsible fbr the February 7, 2000 attack which effectively shut down major
Internet sites such as Yahoo, eBay, Amazon, E*Trade, and CNN.

With increasingly sophisticated technologies, smaller, cheaper, and' more
dangerous devices will create new technological threats. Over the past twenty years,
many cyber weapons have become affordable and available to those seeking to use
them, including spyware such as keystroke and eavesdropping devices. There are also
high-energy radio frequency (HERF) and electromagnetic pulse (EMP) tools. E-bombs,
designed to fry computer electronics with electromagnetic energy, can be built for as
litle as $400.% These devices were demonstrated in 1994. According to a London
Sunday Times report, the Defense Research Agency believed HERF guns initially
blacked out computers used by. London’s financial houses. Cyberterrorists reportedly
then extorted millions of pounds by threatening to totally knock out these financial
computer systems.?*

Private sectors have become primary targets

Many high profile information attacks initially targeted the military. The 1986
Cuckoo’s Egg incident had Clifford Stoll tracking German hackers who were scouring
American military systems.>® During the 1994 Griffis Air Force Base incident, hackers
used computers to launch attacks at other military, civilian, and government
organizations. Seeking to avoid a direct military confrontation with U.S. forces, foreign
aggressors are shifting their attacks to the “soft American underbelly,” the private
sector, in a way that can make military retaliation very difficult.?*

With the growing economic dependency on IT infrastructures, it is likely that

civilian infrastructures will increasingly become the primary targets of attacks. Recent

19
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headline-grabbing cyber attacks have targeted widely used software products and
commercial web sites. Example attacks from 2003-2004 included SQL Slammer,
MyDoom, and Sasser. The private and public sectors together now form the front line

of twenty-first-century warfare, and private citizens are likely to be the first target.?*

Increasing technology use in perception management

Perception management reflects a view that image is the basis of reality.
Examples of perception management cross the spectrum of corporate, political, civilian,
and military realms. Perception management can include psychological operations,
corporate marketing campaigns or state-sponsored propaganda activities. Fortune 500
companies take notice when web sites critical of their company appear highly ranked on
popular search engine results.*

What distinguishes modern perception management from traditional propaganda
is the role of information technology in influencing the formation of public perception and
opinion. The information age has introduced new tools for practicing perception
management, increasing the speed of media reporting and intrusiveness. The rise of
global television and Internet technologies makes perception management a crucial
dimension for all types of conflicts.?® The Chinese government has made extensive use
of perception management tools.’” The Somalis, Haitians, and Bosnian Serbs
successfully used global television as a political instrument to reverse U.S. policy
decisions.®

Perception wars target the courts of public opinion. Consider the numerous
electronic perception battles in the 2003-2004 Iraqi War. In 2003, anti-war activists

used the Internet to organize and promote marches and rallies. Embedded wartime

20




Cyber Warfare: Raising information security to a top priority.

reporters traveling with military units provided favorable news coverage for the
campaign. In contrast, the Qatar-based news agency Al-Jazeera transmitted images of -
dead and wounded Iragi civilians to the Arab world. Al-Jazeera also launched an
English web site in part to counter what some believed to be U.S. military censorship of
the American-based media. The Al-Jazeera web site itself was then hacked and taken

off line. In 2004, electronic imagines of abuse at Abu Ghraib prison shocked the world,

“influencing public opinion regarding American conduct and values.

Information technology and corporate espionage

While espionage activity has been used for thousands of years, increased global
competition and advances in IT, éspecially with the increased availability of tiny,
embedded devices, have added considerably to espionage dangers. Some security
analysts note that the French government has engaged in significant high technology
espionage, claiming that French authorities have placed hidden copying devices in
paper shredders conveniently available in French hotels frequented by foreign business
travelers.?’ In March 2001, former Defense Secretary William Cohen identiﬁed. the
former director of French intelligence as publicly admitting that French intelligence
secretly cpllects and forwards to French companies information about their competitors
in the United States and elsewhere. Cohen described the implications for the business
community of this proliferation of embedded networked devices. He gave three specific
examples of French espionage against American companies. While the average cost of
a hacking attack or denial of service is roughly $150,000 to a company, according to the

FBI, the average loss of a corporate espionage incident is much larger.®®

21
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Espionage can occur in email communications between employees of business
competitors. Market research firm NFO InDepth Interactive surveyed 498 employees in
a variety of organizations. Forty percent of those surveyed admitted to receiving
confidential information about other compaﬁies via the Internet, a 356% increase since
1999.° As organizations open their internal networks and make more company

information available to employees and vendors, the opportunities for and occurrence of

corporate espionage will likely mount.

Organized cyber-crime is an international problem

With the explosion of Internet usage come newer forms and levels of cyber
crime. In May 2003, the Department of Justice announced a national operation, dubbed
Operation E-Con, to root out some leading forms of online economic crime.*! The
Department claims that Internet fraud and other forms of online economic crime are
among the fastest growing crimes. One of these crimes is wéb site scams. For
example, Australian scammers targeted Bank of America customers by implementing a
look-alike Website. Customers where sent scammed emails that directed them to the
fake site which acquired their account names and passwords upon logging onto the site.
These criminals compromised approximately 70 customer accounts.

Nigerian cyber gangs are notorious for “419” or advance-fee scams which used
dozens of fake bank web sites operated out of Amsterdam to provide credibility that
could not have been developed in Nigeria.*> As shown by the annual CSI/FBI surveys,
cyber-crime continues to proliferate. The Millennium Project, a futurist group associated

with the American Council at the United Nations University, has called for a “declaration

22
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of information warfare” against transnational organized crime to encourage businesses
and nations to take this problem more seriously.*®
Cyber-insurance demand is growing

Considering the importance of information resources to organizations and
societies, the growing threat to those resources is raising the need for risk mitigation
strategies such as cyber-insurance. While cyber intrusions often goes unreported to
avoid negative publicity, at least two dozen insurance companies offered cyber policies
by 2002, including such firms as Chubb, Lloyd’s of London, Zurich North America, and
American International Group. Cyber-insurance policies have higher premiums and
deductibles because of the uncertainties in assessing cyber-risk.44 USA Today reported
that the average cost for cyber-insurancé ranges from $5,000 to $30,000 per year for $1
million in coverage.

After only three years in the market, network risk insurance or "hacker insurance"
reached about $100 million in 2002. It is expected to reach $2.5 billion by 2005,
according to insurance industry projections.*> The U. S. President’s National Strategy
to Secure Cyberspace report recommends insurance “as a means of transferring risk
and providing for business continuity”.> The 2001 Code Red Worm incident cost its
victims and insurance companies an estimated $2 billion in damage. Computer
Economics estimates that damages caused by The Love Bug, Melissa, Code Red and
other vulnerabilities exceeded $54 billion in down time, removal expenses and repairs.“®
A survey of 500 U.S. companies showed an increase in reported financial losses of 21
percent, or $455.8 million in 2002. In addition, those losses are increasingly the result

of organized, planned cyberattacks.®  According to an Ernst and Young survey,
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security occurrences can cost companies between $17 and $28 million per incident.*’

By 2005, there will be 400 million Internet-connected computers worldwide, two billion
Internet-enabled mobile devices and one billion users of Internet messaging. This
means that companies will have a host of new security concerns.*® As cyber-related
incidents like this continue, demand for insurance to cover such losses as well as
electronic theft, vandalism, and extortion will likely grow.
The growing information security profession

For years, systems security took a back-burner amongst information technology
executives.*® With the changing threat environmént, however, security is moving to the
front. New specialists are now in demand to help organizations protéct their information
resources. Certified professionals act as organizational leaders in security. They help
senior management in the important roles of security education, training, and
awareness, risk assessment, and the promotion of a security-minded culture.®® The
dramatic growth in the number of Certified Information Systems Security Professionals
(CISSP) attests to this need. This certification program has grown from 2,000 total
certifications in 1999 to over 25,000 in 2004.°'  Additionally, curricula in information
security & assurance are appearing throughout academia. The 2004 (ISC)? Resource
Guide lists numerous institutes of higher learning that now offer various types of

information security programs.

Conclusion

A body of evidence suggests that the types and intensity of high-tech information

warfare and attacks are increasing. Table 5 summarizes the twelve important

24
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characteristics and measures discussed in this paper, supporting the thesis that
information warfare is of growing importance and concern. Spurred by growth of the
global Internet, an increasing number qf non-military individuals, enterprises and
commercial infrastructures are targets for cyber attackers. As the bulk of information
warfare conflict moves into a civilian-dominated context, the cost to commercial
organizations has reached tens of billions of dollars. These costs can no longer be

ignored and require that security become a top priority for industry and society.
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TABLE 5. Characteristics of information conflict, 1990-2004

Information Conflict Characteristics and 1990 2004
Measures (unless noted)
CERT/CC Reported Incidents 252 137,529 (2003)
Technical and Financial Entry Barriers to Significant Insignificant

engage in cyber attacks

Organizational Barriers for Strategic Not applicable High

Information Warfare

Countries with Information Warfare Programs Few 30+

Economic Dependency on Information Partial Full

Infrastructures

Forms of Cyber Weapons Fewer, lower Many types availablg
availability & affordable

Primary Targets in Information Conflicts

Military and Civilian

Increasingly Civilian

Use of Technology in Perception Management

Global TV, radio

Global Multi-media

Corporate Cyber Espionage Growing Substantial
International Organized Cyber Crime Growing Substantial
Corporate Cyber Insurance Few offerings 20+ companies
Information Security Professionals (CISSP) 2,000 (1999) Over 25,000 (2004)
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Historically, information security concerns have not had a high priority with most
managers. Many managers seemed willing to risk major losses by permitting their
information systems to be either lightly protected or wholly unprotected.®® Yet, our
growing reliance on information technologies and the Internet has increased our
exposure to diverse sources of cyber attacks. Corporate leaders must be aware of the
diversity of attacks, including high-tech espionage, crime, perception battles, hackers,
and attacks from groups sponsored by nation-states or business competitors. Senior
managers can no longer afford to put their information resources and infrastructures at
risk. Top management’'s awareness and commitment is required to address this
problem.>® Security complacency has increased the risks for many organizations,
especially for those whose programs that appear effective and have not suffered from
direct attacks. Nevertheless, considering the full range of cyber threats facing
commercial organizations today, management must ensure that security is a top priority.
With the average cost of an incident ranging from $17 million to $28 million, firms can
afford to support the implementation of a cyber security strategy.

Implication for managers: Implement a Comprehensive Cyber Security Strategy

The trends identified in Table 5 show the diversity of threats and the need for
vigilance and management attention. Thus, to ensure effective security in their
organizations, managers need to develop two critical strategies: an architectural
strategy and a managerial strategy. First, a protection strategy includes layers of
protection in order to increase the time and resources necessary by attackers to
penetrate the multiple levels of security barriers. This defense in depth strategy is

similar to an architectural fortress of high walls and armed guards behind a protective

27




Cyber Warfare: Raising information security to a top priority.

moat.5® While each barrier alone does not ensure sufficient protection, taken together,
a layering of firewalls, with anti-virus software, and intrusion detection systems, can
greatly help an organization defend itself from the many types of attacks mentioned in

this paper.

While defense in depth is an excellent strategy to help protect against cyber
threats, many of today's security problems require managerial rather than technical
solutions.>* A managerial strategy should flow from the thesis of this paper and include
four principal components: hiring certified security officers, training employees,
assessing risk, and managing policy. The first step is to hire certified security
professionals as the commissioned officers of the Cyberwar. These security officers
must be leaders with appropriate authority in the organization. With this authority, they
can implement the second step of the strategy: the effective training and motivating of
the foot soldiers in the Cyberwar. Since every employee is part of the security team, an
untrained employee is a high-risk asset.?? Security trained employees should
understand that cyber threats come from not just the stereotypical Hacker, but from

business competitors, foreign. governments, and organized crime.

The third part of the managerial strategy is to mandate annual risk assessments
to identify cyber threats. With this, managers need to identify which threats are most
risky and could cause the moét damage, and spend the money needed to address the
high priority threats.>® The purchasing of cyber insurance is one risk mitigation strategy

that can protect businesses from cyber disasters. However, most risks are mitigated by

developing and enforcing a solid security policy, the fourth component in the
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management strategy. Policies are the primary building blocks of every information
security effort by providing managerial direction and support.>® Yet, the best policies
and training programs will be wasted efforts if employees disregard security policy.
Effective enforcement of enterprise security policies through monitoring and autdmated
auditing can reduce security risks.> ° Clearly written security policies and their
enforcement will promote good security and discipline in the organization. A defense in
depth architecture strategy supported by a management strategy to hire, train, assess
risks, and set policies cah significantly help organizations defend themselves against
the growing threat posed by today’s high-tech information warfare. The absence of
such strategies can only lead to a growing risk that organizations will eventually be hit
by a major information attack and bare the multi-million dollar cost that result. We hope

this paper will help initiate the appropriate strategies needed to mitigate such a threat.
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